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WireGuard A, B @ T3 ¥

Wireguard @1 > X k—JL (Ubuntu20.04)

# apt install wireguard

Linux Kernel ®&E (7T —F a0 >%)

letc/sysctl.conf ICLA T DIT% B0
net.ipv4.ip_forward=1
# sysctl -p

RouterA DHE

WireGuard A (192.168.0.40) ICR— &S 51820 = 77— K (BERIPY X
j] l/_' I\\\) 3—50

192.168.1.0/255.255.255.0 38D4° — kU =1 % 192.168.0.40 (F&M)L—F
>9) 129 %,

WireGuard DEOER ()

# cd /etc/wireguard

# wg genkey > sv_prvkey

# wg pubkey < ./sv_prvkey > ./sv_pubkey
# wg genkey > cl_prvkey

# wg pubkey < ./cl_prvkey > ./cl_pubkey
# chmod 600 ./*key

RouterB MD%E

WireGuard B (192.168.1.20) IC/Rh— +&E S 51820 % 7 T — K (#BMIPTY X
j] l/_ P) 3_50
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V7)) 19 3,
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(WireGuard A DHRE)

# vi /etc/wireguard/wgO0.conf

[Interface]
PrivateKey = (/etc/wireguard/sv_prvkey®O &% Z<)
Address = 10.0.0.1  (WireGuard @ IF 7 K L X)

ListenPort = 51820 (192.168.0.40 T listen ;R— k)
MTU = 1392

(Wgo BSHEF IC 1> 27 2 —2X (enp0s3) D nat % X7E)
PostUp = iptables -A FORWARD -i wg0 -j ACCEPT
PostUp = iptables -t nat -A POSTROUTING -0 enp0s3 -j MASQUERADE

(wgO LRSI 71> &2 7 T —2X (enp0s3) D nat % fZR)
PostDown = iptables -D FORWARD -i wg0 -j ACCEPT
PostDown = iptables -t nat -D POSTROUTING -0 enp0s3 - MASQUERADE

[Peer] (WireGuard B ¥ DHLREE)
PublicKey = (WireGuard B ®/etc/wireguard/sv_pubkey®HF &% E<)
AllowedIPs = 10.0.0.0/24, 192.168.1.0/24 (BfE%a 957 KL X)

Endpoint = RouterBM - O—/\JLIP7 K L X:51820
PersistentKeepalive = 25

[Peer] (Home PC)

PublicKey = (WireGuard A M/etc/wireguard/cl_pubkey® &% £ < )
AllowedIPs = 10.0.0.10/32

(OXY MFHBLEVWEZSHDEHDHRLEK)

BREZFRELES. N—ZvoarEzR L,
# chmod 600 /etc/wireguard/wgO0.conf

WireGuard Z {2819 %
# wg-quick up wgo0
# wg

(WireGuard B DHE)

# vi letc/wireguard/wgO0.conf

[Interface]

PrivateKey = (/etc/wireguard/sv_prvkey® &% Z<)
Address = 10.0.0.2

ListenPort = 51820

MTU = 1392

PostUp = iptables -A FORWARD -i wg0 -j ACCEPT
PostUp = iptables -t nat -A POSTROUTING -0 enp2s0 - MASQUERADE

PostDown = iptables -D FORWARD -i wg0 -j ACCEPT
PostDown = iptables -t nat -D POSTROUTING -0 enp2s0 -] MASQUERADE

[Peer] (WireGuard A ¥ DH#LERTEES)

PublicKey = (WireGuard A M /etc/wireguard/sv_pubkey®F &% £ <)
AllowedIPs = 10.0.0.0/24, 192.168.0.0/24

Endpoint = RouterA®D R X > 44:51820
PersistentKeepalive = 25

[Peer] (Mobile)

Publickey = (WireGuard B ®/etc/wireguard/cl_pubkey®HF H % ZE< )
AllowedIPs = 10.0.0.20/32

(XY MIHBRL AW ZSRED R VL)
# chmod 600 /etc/wireguard/wg0.conf

# wg-quick up wg0
# wg

MTU (& VPN B@ L 7= 5. ping-M do -s 1420 H7=OHh 55 LTLW->TT
F—HECRDETEHRT, BEEICLBVWETIKELAGSD D,




(WireGuard C (Windows10) TOD&RE)

[Interface]

PrivateKey = (WireGuard A @ /etc/wireguard/cl_prvkeydF &% E <)
Address = 10.0.0.10
MTU = 1392

[Peer] (WireGuard A F8)

PublicKey = (WireGuard A MD/etc/wireguard/sv_pubkey®H &% £ <)
AllowedIPs = 10.0.0.0/24, 192.168.0.0/24, 192.168.1.0/24

Endpoint = RouterA®D K X >4:51820

(WireGuard D (ENAIL® o= %HW) TORE)

[Interface]

PrivateKey = (WireGuard B @ /etc/wireguard/cl_prvkey® B % Z£<)
Address = 10.0.0.20
MTU = 1392

[Peer] (WireGuard B F8)

Publickey = (WireGuard B ®/etc/wireguard/sv_pubkeyDH & #E <)
AllowedIPs = 10.0.0.0/24, 192.168.1.0/24, 192.168.0.0/24

Endpoint = RouterBM 4 O —/\JLIP7 K L X:51820
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